Daily Update: September 6

Here are the main updates of the CISO Workplace:
UEBA Updates:

Anomaly Summary Support



Anomaly Summary

The Summary of your Anomaly Alert

Unusual AWS Command for a User

Security: Cloudtrail - Looks for AWS API calls that, while not inherently suspicious or abnormal, are
sourcing from a user context that does not normally call the method. This can be the result of
compromised credentials or keys as someone uses a valid account to persist, move laterally, or exfil
data.

oD @ cytech_developmentoperations_rare_method_for_a_username_record_17
22992400000_3600_0_101M01603123407249648103714299743102764 _27

User Related (0
Typical @ 0.028384302978374985
Anomaly Score (D) 13.655048205333054

severity (0

Timestamp © 2024-08-07T01:00:00.0002

Actual @ 1

Influencer

Mame (O source.ip

aws.cloudtrail.user_identity.arn:

General Updates

Bug Fix on Client List on
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SCRM Updates

Support for Vendor Questionnaires
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Critical Vendors Most Spent Vendors

Vendor Name Risk Score Vendor Name Annual Spent

Cameon CCTV Services 1574 Dan 1000000+
Parasat HD 1238 Red Hat Software 600,001-899,988
VisualStudio PLOT 600,001-809,900
Django Farasat HD 250,001-600,000

NextJs Cameon CCTV Services 50,001-250,000

overall vendors Classification Quad Vendors

Onboarded Vendors To Be Classified To be Assessed

Cameon CCTV Parasat HD 2 :

Services 7R Classification: Tactical

Classification: Tactical
“Leader and pioneer in state-of-the-art
Complete survellance for your office cable TV and broadband services
needs. providing quality news and information t..

Assessment Questionnaire

Vendor Profile

Questionnaires
Here you can see the questionnaires you've sent to the user.

Templates

Supplier Questionnaire - Information Security

My Questionnaires

Contact Suppor
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Company representative name

Supplie! tils Supplier Questionnaire -

Information

Security Policy Name *
and Procedure

Company representative email

Risk Assessment .
Short description of the company *

Employee
Reliability Vendor

Physical Security

Additional Security
Measures

Vendor E-mail

Number of employees *
The Information

Certification . . Subject
Acknowledgement feld Vendor -
Address * Message
Hello, I've invited you to fill out this

Telelphone *

q q X.
Send Questionnaires Send Form
You can configure the Questionnaire that best suits your vendor. Enter the recipients you want to send the form.

Years Found *

RM Updates

Fix Text Error Titles , and Disable Back In Create Risk Assesment
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