Daily Update: September 5

Here are the main updates of the CISO Workplace:
Vulnerability Assessment and Management Update

Visual Improvements

Results Analysis

Asset Name:
URL:
Hosting Provider:

Owner:

Asset Type:

scan Date:
Scan Duration:

Total Vulnerabilities
Detected:

0 Running Scans

cybernews.cytechint.io

ec2-52-201-140-152.compute-
l.amazonaws.com

aldion@cytechint.com

'WEBSITE

July 12th 2024, 3:41:38 pm

21 second(s)

56

Low
Medium
High

Critical

Common Vulnerabilities & Exposures from Target Asset

CVE
CVE-2023-38408
B8I90CDB-3EB9-5631-9828-8064A1575B23
8FCOCHAB-3968-bF3C-820E-EBDB5379A623
CVE-2020-15778
S5V:92579
PACKETSTORM:173661
F0979183-AE88-53B4-86CF-3AF0523F3807
1337DAY-ID-26576
CVE-2021-41617
EDB-ID:46516
EDB-ID:46193
CVE-2019-6110
CVE-2019-6109
C84132FD-1FA5-5342-B6EE-0DAF45EEFFES
10213DBE-F683-58BB-B6D3-353173626207
CVE-2023-51385
CVE-2023-48795

CVE-2020-14145

Showing all currently running scans along with percentage to completion and number of severities.

Search this Board

Scans

Scan Success
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Severities: [ 0

Scan Type: WEBSITE

Date Created: 2024-08-30 03:02:58

Scan Success
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Severities: (0

Scan Type: WEBSITE

Date Created: 2024-08-30 02:48:47

Scan Success

100%
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Scan Success

100%

Severities:( 0

Scan Type: WEBSITE

Date Created: 2024-08-30 03:01:57

Scan Success

100%

Severities: (0

Scan Type: WEBSITE

Date Created: 2024-08-30 02:47:13

Scan Success

Severities: (| 8

RM and Compliance Modules Updates

Bug Fix on Task Gantt Chart
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Severity Score Severity URL

Scan Failed

Fail

Scan Type: WEBSITE

Date Created: 2024-08-30 03:01:39

Scan Failed

Fail

Scan Type: WEBSITE

Date Created: 2024-07-24 08:51:17

Scan Success
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Severities:
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Requirements

Gantt Chart Comments

[ Analysis for minimum requirements 2024-07-22

[ Analysis for minimurm requirements 2024-07-22

[ Asset Analysis 2024-09-04

Task Completed Tasks Updated Total Tasks

0- 0- 1-

@ conttchartView | Pending Tasks

O 12631 2024-05-31 2024-06-01
[ 1281 2024-05-31 2024-06-01
D 1282 2024-05-31 2024-06-01
[ 1283 2024-05-31 2024-06-01
D284 2024-05-31 2024-06-01
D285 2024-05-31 2024-06-01
[ 12103 2024-05-31 2024-06-01
EH8&m 2024-06-10 2024-09-28
[ Analysis for minimut 2024-07-22 2024-11-23
[ analysis for minimui 2024-07-22 2024-11-23
[ Asset Analysis 2024-08-04 2024-09-04

(W F1] 2024-06-01 2024-07-26
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CIM Updates

Improvement on the display of JSON Formatted Alert Information
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> Case: 9013
CyTech : Medium - O365 - Access Request Approved »

An event indicating that a user's request for access to a resource has been approved, allowing them to gain access. #*

Case Playbook Alerts Reports Incident Response

Related Alerts (2) Alert Details

.
e NaTY Detalls Json File (Raw)

.
medium

{
_index’:"
“_id"
_score .,
kibana.alertseverity™: ‘medium’,
“ibana.alertworkflow_status_updated_at’: *2024-08-04T08:36:51 1422,
wibana.alert rule.updated_ by’
*signalancestors.depth’: 0,
event.category”: ‘web’,
host.risk.caleulated _score_norm'; 43416954,
“user_agentoriginaltext': "Win32_Outlook _Webview 16.0.17828.2014"
kibana.alert reason.text” "web event with sourc sreated medium alert CyTech : Medium - 0385 - Access Request Approved”,
“clientaddress™
kibana.alert ancestors.depth” 0,
signal.rule.enabled™ true’,
*signalrulemax_signals®: 100,
source.georegion _name "Leinster’,
“kibana.alertrisk_score" 47,
signalrule.updated _at": "2024-03-12T08:0357.217,
source.p
“agentname’

Timeline

Alert Summary

The Summary of your Alert.

Investigation

3 Table View Raw File Timeline
Guide

Summary

" inder®

" _id".

"_score’: |,

"kibana.alert.severity™: "redium’,

"kibana.alert.workflow_status_updated _at": "2024-09-02T17:28:27.9877,

"kibana.alert.rule.updated _by" "elastic’,

‘signal.ancestors.depth™ 0,

"event.category™ "‘web’,

"host.risk.calculated _score_norm’: 58.29565,

'user _agent.originaltext™ "AsyncMediaTransformation/1.282.2.0°,

‘kibana.alert.reason.text” "web event with file

SOuUrce ! n sharepoint created medium alert CyTech : Mediurm - 0385 - Shari

ng Set.’,

‘client.address’

‘kibana.alert.ancestors.depth” 0,

“signal.rule.enabled™ "true”,

‘signal.rule.max_signals® 100,

‘source.geoc.region_name’:

‘kibana.alert.risk_score”. 47,

"signalrule.updated _at": "2024-03-12T08:03:67.2137",
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