Daily Update: September 24

Here are the main updates of the CISO Workplace:
CIM Updates:

Initial Support for Create Playbook Template

> cas

case000 #~

This is @ test.

Case Playbook Alerts Reports Incident Response

Piyboote [sempe < 1.Data Enrichment

1.1 User Identification

Description

11User idemtification To find out who triggered th detection, look at the avant timaling of the datection. Determine whose email address is connected to the ovent

1.2Date of Detection.
1.2 Date of Detection

Description
1.2Host Identification

Check for event timestamps in the detection or other relevant date and time values to potentially identify the exact data of when did the events had occurred.
1.4 User Activity Enrichment

1.3 Host Identification

Description

Relevant tags include user agent relatad values. Thesa are togs related to the device sed by the user to axecute the said events.

1.4 User Activity Enrichment
Description

Confirm the rasuits or outcome of the login events. How many login attemp:  and are thoss events relatad 4o user/password attempts or MFA

Create Template

Create Your Playbook Template
Design and Customize Your Own Playbook to Fit Your Needs.

Phases

RM Updates

Import Risk Automation: Risk Identification, Assessment, and Mitigation
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> Import Identified Risk

Review Imported Risks -
: 5 o Submit Risk
Check the imported risk data before finalizing.
Risk Identification Risk Assessment Mitigate Risk Current Controls

Risk Scenario Description Critical Business Process CBF: People CBF: Process CBF: Technology Attack Vector Risk Source Methed of Detection Risk Type Risk Category Risk Owner

CRND Internal

incidents Cyber

incapacitate Security CyTech CyTech Hurman Internal

employees, Customer Support Analysts CIRP and Electricity error or employee Interview Technological
disrupting [elale] Runbooks negligence actions

operations and Specialist

productivity

Reputational

Risk bj@cytechintcom

> Impo

Review Imported Risks

v/

Risk Created Successfully

You can now view your risk in Risk Repository in
Risk Management, or you can register risk again.

Go to Risk Management
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Risk Repository

Manage Your Ass

crnd Y Filter

Response Type Risk ID Risk Scenario Risk Source Risk Owner Method of Detection  Risk Severity Risk Type Deadline Regulatory Reference Date Identified

Mitigate RMB77 CRND Internal i . plo layani Ubayubay Interview Technologic No Regulatory Ref Sep 24,2024

CRND Internal incidents incapacitate empk

Bug Fix Updates:

1. Add Users Fixes
2. Task Management Assignees
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