Daily Update: October 8

Here are the main updates of the CISO Workplace:
Overall Updates:

Workplace Menu Update

Favorites

CISO WORKPLACE MODULES

Cyber Assessment (7)

® cCyber Governance (7)

N Cyber Resiliency (2)
Cyber Monitoring (7)

CISO Toolsets (6)
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Favorites

Cyber Assessment

Cyber Risk Management i

CIM Updates:

Kanban Board Improvements
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This event is generated when sharing
permissions o access s granted to
users or entities. thatis not_.

PENDING

Test is o test
Generates a dataction alert aach
tima an Elastic Endpoint Security
alert is received. Enabling this rule_.
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> Case:10243
Case Details
Test Case Brute Force

Testis atest

Case Playbook it serorise Provides you with a brief overview of the case.
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Related Alerts (6) Alert Details Y tons
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Pending

ID: e2d’ 09-18-202410:35 PM

Categol
4678a005e4270bd =

Credential Compromise

Time Created Time Resolve
A pattern of multiple failed login attempts followed by a successful login has been detected, indicating a potential account
compromise. This activity suggests that an attacker may have successfully guessed or brute-forced the user's password.

Closing Reason

Reason
Non-lIssue

web, authentication event with source reated high alert Test Successful Brute Force.

Framework
Provides you the information about the affected business processes.

Not Available

Communicate and Collaborate here.
Timeline

> Case:10243
Case Details
Test Case Brute Force »

Testisatest

Case Playbook Reports Incident Response

Provides you the information about the affected business processes.

Playbooks:  Malware Phase 1

Communicate and Collaborate here.

Host Identification

Description

Host Identification Determine the hostname of the device that had triggered the detection.

Normal ~
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This was a Brute Force test

> Case:10243
Case Details
Test Case Brute Force

Testis a test 4

Case Playbook Incident Response Provides you with a brief overview of the case.
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Categor
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Credential Compromise

Time Created Time Resolve
A pattern of multiple failed login attempts followed by a successful login has been detected, indicating a potential account
compromise. This activity suggests that an attacker may have successfully guessed or brute-forced the user's password.

Closing Reason

Reason
Non-lssue

web, authentication event with source reated high alert Test Successful Brute Force.

Framework
Provides you the information about the affected business processes.

Not Available

Communicate and Collaborate here.
Timeline
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