Daily Update: July 31

Here are the main updates of the CISO Workplace:
CIM Updates:

In Alert Table View, added "Show More", "Show Less", and "Copy to Clipboard"

Alert Summary

The Summary of your Alert.

Investigation

Guide Table View Raw File Timeline

sSum mary

<

Value

https:/ [cytech-workplace kb.us-east-1.aws.found.io:
9243/s/cytech_developmentoperations/app/secur

fields.kibana.alert.url-0 ity/alerts/redirect/ea52bfl1594c5cf51e88e1103fbbs...

'l Ide ntifies suspicious usage or unsnare to manipulat
e s /stem namespaces. Unshare can be utilized to e
scalate privileges or escape container security bou
ndaries. Threat actors have utilized this binary to all
ow themselves to escape to the host and access ot
her resources or escalate privileges.

fields.kibana.alert.rule.description-0

fields.process.pid-0

fieldskibana.alert.rule.producer-0

This can also be seen in the Timeline Table View:
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Alert Summary

The Ssummary of your Alert.

,! End Point File Event

TABLE VIEW RAW FILE

Value

[hor 1e/kyinii/BurpSuitePro/jre/bin/java -splash:/
horr e/kylnii/BurpSuitePro/ install4j/s_slSvazpng
--add-opens java.base/java.lang=ALL-UNNAME
D --add-opens java.base/javax.crypto=ALL-UNN
AMED --add-opens java.desktop/javax.swing=A
LL-UNNAMED --add-opens java.desktop/java.aw
t=ALL-UNNAMED --add-opens java.desktop/jav
a.awt.color=ALL-UNNAMED --add-opens jdk.cryp
to.cryptoki/sun.security.pkcsil=ALL-UNNAMED -X
X:MaxRAMPercentage=50 -classpath /home/kyl
nii/ BurpSuitePro/.install4j/idjruntime jar:/home/k
ylnii/BurpSuitePro/.installdj/launcherccf7dacg.ja
r:/home/kylnii/BurpSuitePro/burpsuite_pro.jar in
stall4j.burp.StartBurp

fields.process.parent.command_line-0

Removed the Global Date Picker. It will only be displayed in Alerts and Cases.
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CISO Workplace (® 302pm(urc)| @ 1 (B oluzs-simize ~

Case Management

‘ ters ‘ ‘ ONLY MY TASK CLEAR FILTER

Search this board m + Create New Case
~ *The displayed cases cover a default period of | month. To view data for a different date range, please use the
datepicker.

e OPEN(0) IN PROGRESS(1) PENDING(0) CLOSED(23)

Settings

Guarded-Memory

Threat Prevention
‘Alert: Shellcod...
Ca

Generates a detection alert Firewall block.
each time an Elastic Endpoint
Socurity alart is received.

Firewall block.

Firewall block.

VPT Updates:
Spanish Translation

) Pruebas Virtuales
Y Penetracién
Total de Vulnerabilidades Critico Actividad de Penetracion
Detectadas
Alto .
ritico (0) Prueba de Activos Web

i Medio @xito (1) Penetracién Total Escaneados
@ Escanear 5 3 @edio (0)
Bajo @s8ao (1)

i f tivo (51
Informativo @ nformativo (51)

Grafico de Penetracion Principales Vulnerabilidades Detectadas

Content Security Polic...

HTTP Sacure Headers

Secure Flag cookie.

HitpOnly Flag cookie.

QL Injection

Reflected Cross ite Sc...
0.0 o1 02 03 0.4 05 08 07

2c3fdeb 7802080 b2c8llfS b7fB4b29 a733767c B9ede523 edBBI02 7302leb 4d524ab
el " e b e o [l Content Security Policy Configuration [BIHTTP Secure Headers [llSecure Flag cookie [IHttpONly Flag cookie [ISQL Injection

M informative [llecjo [limedic Ao [JJcritico [Hrefiected Cross Site Scripting

Prueba de Penetraciéon Reciente Principales Activos Explotables o

VA/VM Updates:

Spanish Translation
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( l Evaluacién y Gestion
- de Vulnerabi

Puntuacién General de Vulnerabilidad Tendencia de Puntuacién General de Vulnerabilidad
Escaneos Completa..

Activos Escaneados
59.89%

Moderate

Vulnerabilidades por Severidad Vulnerabilidades por Tipo de Activo

Qgcritico (3)

] :—:
@ Medio (28)

@eajo (1)

@ informativo (5) Activos Web Escaneados Activos de Red (Préximamente) Activos Moviles (Préximamente)

W informational [lltow EMedium EHigh [critical

Principales CVEs Detectados Principales Activos Vulnerables

Calificacién . No. de Activos a . Severidad Calificacién Total de
ID CVE Gravedad Referencia Nombre del Activo
cvss Afectados Promedio Promedio CVSS Vulnerabilidades

CVE-2023-384.. Critical 9.8 CyTech CyberNews
Website Soan (Medium - 80 e

BB8190CDB-3EB... Critical 9.8

BFCICHAB-396.. Critical 9.8

Phishing Simulation Updates
Added Control Panel - Domain control for recipients

,\ Phishing
Simulations
Control Panel
F— Domains

Enter the recipient domains that are allowed to receive phishing simulations.
Simulations

Note:

Recipients When adding or importing recipients, any domains not on the list will be automatically excluded.

Template Library

Enter Domain -+

Reciplent Domain
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