Daily Update: July 25

Here are the main updates of the CISO Workplace:

CyberNews Updates:

e Posts from cybernews.cytechint.io are now sync
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Cyber News

Unveils the Latest Trends and Threats

TODAY TRENDING

Crowdstrike’s IT Outage Affects
8.5 million Windows Devices
Globally Across Different
Industries

The largest T disruption In history, resulting from
a software update on a device that Impacted
Microsoftsystems on July 19, 2024, Impacted..

Global Outage Sparked by

Crowdstrike Disrupts Major
The U.S. House Committee Requests Crowdstrike’s CEO Over Global IT ECEADETIRATD
Outage

LostFriday,July 10,2024, th ippl sfect of one

On Monday, July 22, 2024, the Us. House Committee on Homeland Secuty,in ofitory's most widespread tech outages was

Washington, DC, requested the presence of George Kurtz, CEO of Crowdstrike Holdings, asramely fot st brought @ substantil porto-.

committes on Cybersecurity and

Infrastructure Protection by no later than 5:00 PM today, June 2

S o iy g 118 of Data on Disney's Siack
communication Leaked on Dark
Web Forum

On July 12,2024, data fro
Slack workplace collabor

LATEST NEWS
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11TE i Dataon Disney's  Healthcare Provider Rite  Human Technology, Inc.  Core Dental Health Jota
slacicommunication Aid Corporation Affected  Data Breach Impacted Breach Reveals 2,3

Leaked on Dark Web 2.2 Million Individuals in 24,580 Individuals Affected Individuals
Forum Data Breach

EDR Updates:
e Updated the Windows Installer
Modified to lower the VirusTotal Score from 24 to 2 vendors flagging the installer as malicious

-bkav pro is false positve
- grayware half chance if malware or safe app
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DETECTION DETAILS BEHAVIOR COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (O Do you want to automate checks?
Bkav Pro Trapmine
Acronis (Static ML) Undetected AhnLab-V3 Undetected
Alibaba Undetected AliCioud Undetected
Undetected Antiy-AVL Undetected
Arcabit Undetected Avast Undetected
AVG Undetected Avira (no cloud) Undetected
Baidu Undetected BitDefender Undetected
BitDefenderTheta Undetected Clamav Undetected
cMe Undetected CrowdsStrike Falcon Undetected

Cybereason Undetected Cylance Undetected

DPD Updates:

Support for Spanish Translation

"‘. Descubrimiento de m— .
Permisos de Datos Alimentacién de Alertas g':::gbgﬁ':" db Activos cie Datos por Activos de Datos por Tipo Permisos por Tipo de Acceso

Microsoftass: Documents/Splunk ..
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July 03, 2024 08:33am

Archivos N stream
Microsoft365: Shared Documents/i.. @&/ intemal Administration @octet-stn
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July 02, 2024 11:38am

O Alertas

Microsoft365: Shared Documents @ (@ rermssion Tvee pEORLE WITH LN

June 18,2024 03:12pm

(D) PERMISSION TYPE SHARED INTERNALLY

Microsoft365: Documents/Recordi..

June 17,2024 10:17pm

Microsoft365: shared Documents/_.

June 05, 2024 04:49pm
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L

June 05, 2024 06:32am

Microsoft365: Documents/Recordi..

May 23, 2024 0519pm

May 07, 2024 0€:02pm Anew.. ForThe.. Sentin. Selina. Cytech..

CR&D.. Splunks.. Penetra..

Microsoft365: Document Library/L.

April 17, 2024 10:59am

Micrnsnfia@E: Nacumant likrans/l

SOAR Bug Fixes:

Alert Aggregation Support for History and Dashboard
Case resolution time analysis data refinement
Rounded resolution time output

Dashboard history data representation improvement
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Mean Time To Detect

OhOmOs _ ___

Last Modified: 07/25/2024 02:13.05 AM

Dashboard

Control Panel

Case Resolution Time Analysis @

Open Alerts @

D Timestamp
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Mean Time To Respond
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© False Positive Rate @

12.63% _,
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Total Number of Open Alerts &

1873 5o

Last Modified: 07/25/2024 02:13:05 AM

Incident Type By Status ©
®Ooadhn

Total Incidents

836

Rule Name Risk Score
CyTech : Zyxel - Firewall Block
CyTech : Zyxel - Firewall Block

CyTech : Zyxel - Firewall Block

Alerts Resolved (&
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Severity

Phishing Simulation Updates:

e Download Recipient and Re-impo
e Chronological order of dates

Recipients

You can see all your Recipients here.

Search (@ ADD RECIPIENT

Download CSV Template

Click Prone % Recipient Download Recipients CSV

Details

First Name Last Name Status Email Address Department

Jayson Daayata inactive  jaysond@cytechint.  Cr&D

Marlo Romero active marlor@cytechint...

Full Name Jayson Daayata

Emall Address  jaysond@cytechint.com

Sumagang active gias@cytechintcom

Department crad
Click Prone % 0.00

libago active tjlibago@cytechint... It Department

Riva

Michillene

Maria Katrina

Kyla Theresa

Keth Carmel

Juniele

0O oo ooooooo o

Joel Francis

Cunado

Magarin

Verendia

Martinito

Olayon

Galbe

Gali

active

active

active

active

active

active

active

rivac@cytechint.co..

michillenem@cyte..

marinakv@cytechi...

kylatm@cytechint...

kethco@cytechint...

junieleg@cytechint...

joelig@cytechint.c..

Cyber Research De..

Global Operations ...

Global Operations ...

Cyber Research De.. . o
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Global Operations ...

Cyber Fusion Center
Opened

Global Operations . 8. @

Visited
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Compromised

Virtual Penetration Testing Bug Fixes:

e Backend Improvements
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