Daily Update: July 24

Here are the main updates of the

SOAR Bug Fixes in Dashboard:

Security
Orchestration,
Automation
and Response

Dashboard

Control Panel

Mean Time To Detect (D

OhOmOs . Th 40m 2s _,

Last 07/24/2024 08:49:34 Last 07/24/2024 08:
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Mean Time To Respond

<

Open Alerts

D Timestamp Rule Name

93dbca32f2e03..  2024-07-24TI..

fcac0ld92a8bb..  2024-07-24TIE..

b310d956a63la..  2024-07-24TIL.  CyTech : Zyxel - Firewall Block

b3f7ef0dbe32d... 2024-07-24TIEl.  CyTech : Zyxel - Firewall Block

4d12d20f252987.. 2024-07-24TIkl.  CyTech : Zyxel - Firewall Block
baB56c53edi3d..  2024-07-24TIL.  CyTech : Zyxel - Firewall Block

3304ecccbe’d3..  2024-07-24TIEl.  CyTech : Zyxel - Firewall Block

VPT Bug Fixes in Scan and Dashboard:

Virtual
Penetration
Testing

OF Dashboard

Scan

Penetration Test

CISO Workplace:

False Positive Rate

12.65 _,

:49:34 Last 07/24/2024 08:49:34
Modified: AM

Risk Score Severity

AWS CloudWatch Alarm Deletion [c.. 47

AWS Cloudwatch Alarm Deletion [c.. 47

73

73

73

73

73

1-7 of 100

%) Showing all penetration tests & schedule of penetration tests

scans

Manual
Succeeded

Website
https:/ [cybernews.cytechint.io

Severities:( 0 () @@D @D @2

100%

Date Created: 07/23/2024 06:21:21 AM

Manual
Pending
Website
https:/ /github.com/prateek147/DVIA-v2

severities: 0 (D @2D @5 @6

Date Created: 07/23/202410:18:03 PM

Manual
Succeeded

Website

100%

https:/ /google-gruyere.appspot.com/
Severities:( 0 (i) @2D @D @&

Date Created: 07/23/2024 10:17:28 PM

Translation Updates:

Manual
Succeeded

Website
https://ctflearn.co

Severities:( 0 () @3 @5 &5

100%

Date Created: 07/23/2024 10:14:18 PM

Manual
Pending
Website
https://herzoglaw.co.il/he/

" e«

Severities:

Date Created: 07/23/2024 10:24:20 PM

Manual
Succeeded

Website
100%

https:/ /www.hackthissite.org/
Severities:( 0 () @@ @5D $I0

Date Creatad: 07/23/2024 10:15:26 PM

Updated the sidebar menu to have Spanish translation

Total Number of Open Alerts

Alerts Resolved

100+ _,

07/24/2024 08:49:34 Last 07/24/2024 08:48:34
Modified: AM

Type By Status

In Progress

Severe
High

Total Incidents ®cievatea

Guarded

0
Low

Penetration Test

Manual
Succeeded

Website
https:/ /www.itsecgames.com/

Severities: 0 (i) @& @D ¢4

100%

Date Created: 07/23/2024 10:14:47 PM

Manual
Succeex

Website
'www.hackthebox.com/

severities:( 0 (i) ¢ED €5 @&

100%,

Date Created: 07/23/2024 10:13:45 PM

Manual
Succeeded

Website
100%

https:/ /www.hellboundhackers.org/
Severities:( 0 (i) @& @5D @2

Date Created: 07/23/2024 1019:59 PM
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Risk Management Updates:

Overall Gantt / Timeline Improvements

Risk
Management

Dashbeard [ £ identity S 2024-06-08 2024-06-15
=) 2024-06-08 2024-06-15

Asset Identification
[asd  2024-06-08 2024-06-15
IS SS S N [] E3Context& 2024-06-08  2024-06-15
Risk Management [} 2024-06-08 2024-06-15
[ £ Evaluation  2024-06-08 2024-06-15
Task Management
0 2024-06-08 2024-06-15
Geo Location [5] &3 contexta  2024-07-19 2024-07-21
[ D Thisisa  2024-07-18 2024-07-20
[ thisisa  2024-07-20 2024-07-21

[F [Jevaluation  2024-07-23 2024-08-02

Task Table

Task ID Task Title Risk Owner Assignee Start Date End Date Remarks

No Task Title No Risk Owner No Assignee Jun 8, 2024 Jun 15, 2024 not started No Remarks

No Task Title No Risk Owner No Assignee Jun 8, 2024 Jun1s, 2024 not started No Remarks

This is atest Jullg, 2024 Jul 20, 2024 in progress No Remarks o
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RM 60
Employee Termination Procedure

COMMENTS TIMELINE

Task name End Date

[ thisisa  2024-07-18 2024-07-20 This is a test.

[ thisisa  2024-07-20 2024-07-21 This s a test2

Phishing Simulation Updates:

Added Recipients Editing Capabilities

‘\ Phishing Simulations Reci pie n tS

¢ You can see all your Recipients here.
B3 Dashboard
Search ($)ADD RECIPIENT Change Status v
Simulations
Status »

First Name Last Name Status Email Address = B i B A Last Simulation:
Department » Cyber Research & Development None

52 Template Library Jayson Daayata inactive  joysond@cytechint.  Cr&D Global Operations Division

o . Cyber Research Development Division
Romero active marlor@cytechint...

Cyber Research And Development ) )

Email Address  None

Cyber Fusion Center Department  None

Click Prone % None

Sumagang active gias@cytechint.com
libago active tilibago@cytechint... It Department Global Operations

Cunado active rivac@cytechint.co.  Cyber Research De_ *Enter new Department

Michillene Magarin active ichil Global Operations . Department

Maria Katrina Verendia active marinakv@cytechi..  Global Operations .

Kyla Theresa Martinito active kylatm@cytechint..  Cyber Research De_.

Keth Carmel Olayon active kethco@cytechint..  Global Operations .

Juniele Galbe active junieleg@cytechint.. Cyber Fusion Center
Opened visited Compromised

Joel Francis Gali active joelfg@cytechintc.  Global Operations .~ 8: @ @ @

Derick Darien Fortich active derickdf@cytechint. Global Operations
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