Daily Update: August 16

Here are the main updates of the CISO Workplace:

CIM v3 Updates:

Update in Editable Case Details:
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CyTech Case - Sharing Set & Added To Secure Link /

This event records when a user is added to a secure link, potentially providing them with secure access to resources. /
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Incident Response
Overview
Specific of Root Cause
The user had added the users into a secure link to access a file resource located on SharePoint that is related Vi

to a multimedia recording of a meeting.

Show less

Systers Involved

SharePoint - Microsoft 365

Location of Vulnerable System

https://cytechco-

my. point.com/personal/mi \_cytechint_com/Documents/Recordings/Marketing Agenda
Updates-20240815_135906-Meeting Recording.mp4

Users Involved

Bug Fix in Editable Alert Details:

4~ Go back

CyTech Case - Sharing Set & Added To Secure Link /*

This event records when a user is added to a secure link, potentially providing them with secure access to resources. /

Case Playbook Alerts Reports

Related Alerts (7)
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Incident Response

specific of Root Cause
The user had added the users into a secure link to access a file resource located on SharePoint that is related
to a multimedia recording of a meeting.

Show less

Systems Involved

SharePoint - Microsoft 365

Location of Vulnerable System

https://cytechco-
my.sharepoit nichillenem _cytechint_com/Documents/Recordings/Marksting Agenda
Updates-20240815_135906-Meeting Recording.mp4

Users Involved

Update in Case Activity Details:

Case Details

Provides you with a brief overview of the case.
Severity Status
In Progress
Assignee
fD) Frearik Dacer () vincent sarte
Category
Data Breach

Time Created Time Resolve

15 August 2024 18:10 —=cc

Closing Reason

Provides you the information about the affected business processes.

Communicate and Collaborate here.

Case Details

Provides you with a brief averview of the case.
Severity Status
In Progress
Assignee
#B) Fredrik Dacer (#8) Vincent Sarte
Category
Data Breach

Time Created Time Resolve

15 August 2024 18:10 S

Closing Reason

Provides you the information about the affected business processes.

Communicate and Collaborate here.
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CyTech Case - Sharing Set & Added To Secure Link /*

This event records when a user is added to a secure link, potentially providing them with secure access to resources. /

Case Playbook Alerts Reports dent P |

Case Activity: Edvir Davin

Progress status with i

Related Alerts (7)

Specific of Root Cause

Case Activity: Edvir Davin

The user had added the users into a secure link to access a file resource located on SharePoint that is related

medium to a multimedia recording of a meeting.

Show less

Open status with id: 7685

. Case Actlvity: Fredrik Dacer
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Location of Vulnerable System

.
medium https://cytechco-
my.sharepoint.com/personal/michillensm_cytechint_com/Dacuments/Recordings/Marketing Agenda
Updates-20240815_135906-Meeting Recordingmpa

Rich Text Support for Notepad
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Nntenad

CyTech Case - Sharing Set & Added To Secure Link /

This event records when a user is added to a secure link, potentially providing them with secure access to resources. Writing Notes with Rich Text

Case Playbook Alerts Reports Incident Response

Related Alerts (7) Alert Details

.
medium Json File (Raw)

g 0flBeade: 08-15-2024 0:
medium
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This event is generated when sharing permissions or access is granted to users or entities. that is not CyTechint.com and

o outside the Office IP

medium
Reason

web event with file Proposal _Contractor_Reference.docx, source 18019010242 by urn:spo:guest#cathlynjandog on

RM Updates

Support for Task Milestone

aCaseKanban to In

aCaseKanban to

a Case Title with ia:
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Risk Assessment Drawer Updates

Mitigation Recommendation Form

Prepare and reduce the impact of negative events by giving
recommendations.

Evaluation & Direction

Controls Category
Evaluation & Direction

Controls
strategic Plan & Objectives

Task : asdasd

Task : asdasdasd

ADD TASK

Control Effectiveness
Very Low
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Update Assessment

Control Effectiveness

Control Type Control Category Control organization Control Effec..
technical Context & Leadership Configuration Managem...  very high
[0 technical Network & Infrastructure . Network Encryption high

1row selected e S - T

Selected Data

Control . .
Description Effectiveness
Type

Context & Leadership/Configuration Management Database

. Very High «
(cMDB)Accountability Information

technical

Threat and Vulnerability

Threat Group Threat Category
Man Made Radiation Emergencies

Threat Description *
The organization lacks a structured approach for integrating security measures into the software

ADD THREAT CONTROLS

Main Category Vulnerability Category
People External

Risk Details

Risk Category
Choose the category to which your risk belongs.

Risk Category
Reputational Risk

Risk Type
Administrative

Method of Detection
Chaose the Detection Method that suits your risk,
Method of Detection

Expert Judgment

Risk Owner

Choose the Risk Owner.

Risk Owner
( Keith Gamana

Company Representative
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