Daily Update: August 1

Here are the main updates of the CISO Workplace:
CIM Updates:

Added Edit Functionality for Case Description:

CASE - 7220
Memory Threat Prevention Alert: Shellcode Injection /'

Action ~

Description

Generates a detection alert each time an Elastic Endpoint Security alert is
received. Enabling this rule allows you to immediately begin investigating your Severity:

Endpoint alerts. : ‘
. Assignee: . Juniele Galbe

. Ara Yamit

Category: Malware

Status: In Progress

Closing Reason: N/A
COMMENTS ALERTS ALERT DETAILS  INCIDENT RESPONSE REPORTS Time Created: 29 Jul 2024 14:29

@ Aldion Pueblos

Time Resolved: N/A

Critical Business Cyber Security
Process (CBP) : Operation Center as a
Service (CSOCaas)

Critical Business Cyber Security Analysts
Functions (CBF) : and Specialist

Business Vector:

Threat Escalation
Protocol:

"Re-investigate" Closed Cases. When cases are re-investigated, they are automatically set to "In-
Progress".


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-08/iEE5YqmIm2caPyUR-image.png

Re-Investigate this
Case?

Clicking on Re-Investigate will change the status of this
case to In Progress”.

Re-Investigate

Streamlined changing of Case status. Changing of case status is now removed from "Edit".
Changing of status is now only in 2 ways:

1) Kanban Board

2) Case Window


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-08/QInWbRqXfpjc6xCe-image.png

CASE - 6476

test

Action~

Description
test
Severity: -

Assignee: . Aloysius Hasheem Sen...

Category: Generl

Status: [ Pending - ]
Closing Reason:

Time Created:

COMMENTS ALERTS ALERT DETAILS INCIDENT RESPONSE REPORTS Time Resolved: Open

In Progress

Pending
@ Aldion Pueblos
Closed

Critical Business ———
Process (CBP) :

Critical Business

Functions (CBF) :
Normal % B I UGS S

Business Vector:

Threat Escalation

@ Aloysius Hasheem Sendad last month Protocol:

Type: Technology
test

=

SOAR Updates:

e Spanish Translation

Orquesta:
Automatizacién
Respuesta de
Seguridad
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OhOmOs _ __ ol 12.53% _, 1873 e 108876 . .

1Th 40m 12s
=0%
08/01/2024 . . ogfo1f200a : . 08/01j2004 : . o0gjoif202a
" Ulti ydof iOn: Ulti dofi On: Ulti dofi iOn:
12:04:06 AM Ultima modoficacion: :’féz'éé“:; 1ma MOCelicacion: 1o 0406 AM 1ma MOCOlicacion: 15.04:06 AM 1ma MOdotication: 1.04:06 AM
[ Panel de Control 04

Ultima modoficacion:

Andlisis del tiempo de resolucién de casos @ Tipo de incidente por estado ®

En Curso

@severo

@ Alto
@clevado

0 @tajo

Alertas Abiertas ©

D Marca de fecha Nombre de la Regla Puntaje de riesgo Gravedad

01T09:24:42.893Z CyTech : Zyxel - Firewall Block

ced538353dab3647b629af08e..  2024-08-01T09:24:42.896Z CyTech : Zyxel - Firewall Block

Phishing Simulation Update
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e Bug Fixes in Recipient and Dashboard

CISO Enrichments Updates:

e Updated to be able retrieve data from Wordpress

Cyber Industry Research
Provides You with Knowledge for a Secure Future

Learn more about the world of cyber security and its impact in our businesses and personal lives
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