Windows Event Forwarding
to Linux server using
Powershell script

Overview

This PowerShell script forwards Windows event logs to a Linux server using the syslog protocol. It
captures specific event logs, sends them to the specified syslog server, and ensures that duplicate
events are not sent.

Prerequisites

e PowerShell on Windows
e Syslog server running on Linux (e.g., Rocky Linux) with an accessible IP
e UDP port 514 open for communication

Powershell Script

Save the file as .psl (e.g sendlogs.psl).

Script:

# Define the syslog server IP address and port
$syslogServerlP = "192.168.20.24" # Replace with your Rocky server's IP

$syslogPort = 514

# File to store last sent event info.
# Change this directory if necessary

$logFilePath = "C:\Users\Administrator\Desktop\lastEventinfo.txt"

# Initialize last sent events

$lastSentEvents = @{}



# Check if the file exists and read the last sent events
if (Test-Path $logFilePath) {
Write-Host "Loading last sent events from file."

$lastSentEvents = Get-Content $logFilePath | ConvertFrom-Json

# Loop for sending logs
while ($true) {

Write-Host "Checking for new logs..."

# Define the logs you want to forward

$logNames = @("Application", "Security", "Setup", "System")

# Loop through each log
foreach ($logName in $logNames) {

Write-Host "Processing log: $logName"

# Get new logs

$logs = Get-WinEvent -LogName $logName | Sort-Object TimeCreated

foreach ($log in $logs) {
# Create a unique key based on Event ID and TimeCreated

$eventKey = "$($log.ld)-$($log. TimeCreated.Ticks)"

# Check if the event has already been sent
if (-not $lastSentEvents.ContainsKey($eventKey)) {
# Create syslog message format
$message = "<134>" + $log.TimeCreated.ToString("yyyy-MM-dd HH:mm:ss") + " " +

$log.ProviderName + ": " + $log.Message

# Send the message to the syslog server

$client = New-Object System.Net.Sockets.UdpClient
$client.Connect($syslogServerlP, $syslogPort)

$bytes = [System.Text.Encoding]::ASCIl.GetBytes($message)
$client.Send($bytes, $bytes.Length)

$client.Close()

# Mark the event as sent
$lastSentEvents[$eventKey] = $true

Write-Host "Sent log: $message"



} else {

Write-Host "Log already sent: $eventKey"

# Save the last sent events to the file
$lastSentEvents | ConvertTo-Json | Set-Content -Path $logFilePath

Write-Host "Last sent events updated."

# Wait for 1 second before running again

Start-Sleep -Seconds 1

Script Components

1. Define Variables:
e $syslogServerlP : IP address of the Linux syslog server.
e $syslogPort : Port number for syslog (default is 514).
e s$logFilePath : Path to store the last sent event information.
2. Initialize Last Sent Events:
e Loads previously sent events from a file, if it exists.
3. Main Loop:
e Continuously checks for new logs from specified log categories: Application , Security ,
Setup , and System .
4. Processing Logs:
e Retrieves new logs, sorts them, and creates a unique key based on the event ID and
timestamp.
e Sends new logs to the syslog server in a specified message format.
e Updates the log file with the newly sent events.
5. Error Handling:
e Logs messages indicating whether an event has been sent or is a duplicate.

Usage

1. Update the s$syslogServerlP and $logFilePath variables.
2. Run the script in PowerShell. It will run indefinitely, checking for new logs every second.

Task Scheduler

Make sure to enable the "Run with highest privileges"
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Add a new action
1. Fill in the Program/Script Text Box with: powershell.exe

2. Fill in the Add arguments Text Box with: -ExecutionPolicy Bypass -File
"C:\Users\Administrator\Desktop\sendlogs.ps1”


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-10/YfETGV3Z7d88N6PN-image.png

Edit Action
fian

ip

You must specify what action this task will perform,

_ | Action: |Starta program

Settings

Prograrm/fscript:

powershell exe

Start in (optional):

BJ:

pi

Add arquments {optional):

Browse,.,

|-Executin:|nF'n:|Iin::-,-' Bypass |

Cancel

Settings Configuration



https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-10/5xzRjQlucdP4ZuVC-image.png

(5 Send Logs Properties {Local Computer) >

General Triggers Actions Conditions 3eWings  History (disabled)

Specify additional settings that affect the behavior of the task,

&

Allow task to be run on dermand

[

Run task as soon as possible after a scheduled startis rmissed

If the task fails, restart evens

Atternpt to restart up to Hirres
Stop the task if it runs longer than:

If the running task does not end when requested, force it to stop

&l

(] If the task is not scheduled to run again, delete it after: deas

If the task is already running, then the following rule applies:

Do not stark a new instance e

After the creating the task, you can enable the script by activating the task.

scheduler —

tion Wiew  Help

y = HE

-cheduler{LDczlnI} Marme Status  Triggers Actions
sk Scheduler Library o _ _ _ Task Scheduler Lib
(5 MicrosoftEd.,.. Ready Multiple triggers defined el e SR el
(& MicrosoftEd.. Ready At 652 PM every day - After triggered | 5] Create Basic Task..
L) Send Logs R L Create Task.,
End Import Task..,
Cisable Fa Display All Running
< Export... >| | &] Enable &1l Tasks Hi:
General Triggers Actions Ce Properties 1 | Mew Falder..,
Delete _ '
Marme: Send Logs n Wiew
@ Refresh
Location: % —
Author. WIN-6US32B2MDE A dministrator Help
Description: Selected Itermn
[ Bun
® End
4 Disahle

Exnart...


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-10/V1NrUVyBufxD6TST-image.png
https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-10/QqAzkqKuwoZzgf5p-image.png

Revision #2
Created 22 October 2024 07:44:41 by Eduardo Dominico Llosa
Updated 17 December 2024 10:32:49 by Aldion Pueblos



