Active Directory Integrations

Introduction

Elastic Stack security features can be configured to authenticate users through Active Directory by
using LDAP to communicate with the directory. Active Directory realms are similar to LDAP realms,
as they both store users and groups in a hierarchical structure, which includes containers such as
organizational units (OU), organizations (O), and domain components (DC).

The security features support authentication based on Active Directory security groups, but not
distribution groups. When authenticating users, the username entered must match the
sAMAccountName or userPrincipalName, not the common name (cn). The realm authenticates
users via an LDAP bind request, searches for their entry in Active Directory, and retrieves their
group memberships from the tokenGroups attribute to assign appropriate roles.

Requirements

Elastic Agent must be installed. For more details and installation instructions, please refer to the

Elastic Agent Installation Guide.

Installing and managing an Elastic Agent:

There are several options for installing and managing Elastic Agent:
Install a Fleet-managed Elastic Agent (recommended):

With this approach, you install Elastic Agent and use Fleet in Kibana to define, configure, and
manage your agents in a central location. We recommend using Fleet management because it
makes the management and upgrade of your agents considerably easier.

Install Elastic Agent in standalone mode (advanced users):

With this approach, you install Elastic Agent and manually configure the agent locally on the
system where it's installed. You are responsible for managing and upgrading the agents. This
approach is reserved for advanced users only.

Install Elastic Agent in a containerized environment:

You can run Elastic Agent inside a container, either with Fleet Server or standalone. Docker images
for all versions of Elastic Agent are available from the Elastic Docker registry, and we provide
deployment manifests for running on Kubernetes.


https://www.elastic.co/guide/en/fleet/current/elastic-agent-installation.html

Please note, there are minimum requirements for running Elastic Agent. For more information,

refer to the Elastic Agent Minimum Requirements.

How to add configurations to Elastic Integration

I. Active Directory Base DN

e Definition: The Base DN (Distinguished Name) specifies the starting point in the Active
Directory hierarchy for user and group searches.

e Format: It typically represents the container or organizational unit (OU) where your user
accounts are located.

o Example: If your AD users are in the "Users" OU under the domain "example.com", the
Base DN might look like:

o CN=Users,DC=example,DC=com

Note: Refer to Step I. Active Directory Information Lookup for information on how to properly
setup the configuration.

Il. Active Directory URL

e Definition: The URL of your Active Directory server, specifying either an unsecured LDAP
or secure LDAPS connection.

e Format:
o LDAP (insecure): I|dap://your-ad-server.example.com:389
o LDAPS (secure): Idaps://your-ad-server.example.com:636

e Example:

o Idap://ad.example.com:389

Note: Refer to Step Il. Finding Active Directory URL for information on how to properly setup
the configuration.

I1l. Active Directory User

e Definition: The username of the service account that Elastic Stack will use to
authenticate and query AD. This account should have sufficient privileges to search for
users and groups.

e Format:

o It can be in the form of a fully qualified domain username:
username@example.com

o Or a Distinguished Name (DN):
CN=ServiceAccount,0U=ServiceAccounts,DC=example,DC=com

e Example:

o CN=serviceaccount,0U=ServiceAccounts,DC=example,DC=com

Note: Refer to Step Ill. Navigate to Users for information on how to properly setup the
configuration.


https://www.elastic.co/guide/en/fleet/current/elastic-agent-installation.html#elastic-agent-installation-minimum-requirements

IV. Active Directory User Password

e Definition: The password for the AD user account used for the connection.

e Example:
o MySecurePassword123

. Active Directory Information Lookup

Finding the Base DN (Distinguished Name)
Method 1: Using Active Directory GUI

1. Open "Active Directory Users and Computers"
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3. Select "Properties"
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Method 2: Using PowerShell

1. Open PowerShell with administrator privileges
2. Run the command:

elect-Object Distinguishe
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3. The output will be in the format: "DC=company,DC=local"

Il. Finding Active Directory URL

Method 1: PowerShell

1. Open PowerShell as administrator
2. Run the command:

3. Take the DC name from the output

e LDAP://servername.domain.com

e LDAP://server-IP

Ill. Navigate to Users

] Active Directory Users and Computers - O X

File Action View Help

o (2 fAXEE= BHE TETYIR

7 Active Directory Users and Com|| Name Type Description
— Saved Queries "] Builtin builtinDomain
A e ] Computers Container Default container for up...
|Z] Domain Con... Organizational... Default container for do...
[ ForeignSecu... Container Default container for sec...

[ Managed Se... Container Default container for ma...

Users Container Default container for up...



https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-11/4TClLTUnGWNY1GFU-image.png
LDAP://servername.domain.com
LDAP://server-IP
https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2024-11/XvrzZ1bldTcI5OyY-image.png

3 Active Directory Users and Computers — a x
File Action View Help

e 2@ 0 XECz B AT aa

[ Active Directory Users and Com|| Name Type Description A
» [ Saved Queries ) Built-in account for ad... b
vH T % Security Group... Members in this group c...
' — guﬂ'tlnm %I Security Group... Members of this group ...
; :' D:::in :fr:ntrollers *' Security Group... Members of this group t...
» ] ForeignSecurityPrincipal: %I Security Group... Members in this group c...
> (8 Managed Service Accour =y Security Group... DNS Administrators Gro...
1 Users %I . Security Group... DNS clients who are per...
%I Security Group... Designated administrato...
%I Security Group... All workstations and ser...
%I . Security Group... All domain controllers i...
ml . Security Group... All domain guests
%I Security Group... All domain users
ml Security Group... Designated administrato...
%I Security Group... Members of this group ...
&, Security Group... Members of this group ...
ml Security Group... Members in this group c...
Ea' User Built-in account fer gue...
%I Security Group... Members of this group ...
%I . Security Group... Members of this group ...
%I . Security Group... Servers in this group can...
< > || H . Security Group... Members of this aroup ... v

If you need further assistance, kindly contact our support at info@cytechint.com for prompt
assistance and guidance.
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