Log Collector Installation -
Windows Manual

Log Collector Installation in CyTech - Aquila

This guide outlines the step-by-step process for deploying the Elastic Agent as a log collector
within the CyTech - Aquila environment. Following these instructions will establish a secure and
automated mechanism for log collection and management, enabling centralized visibility and
analysis critical to cybersecurity operations.

Pre-requisites

1. Access to CyTech - Aquila
e Only users assigned the "Owner" or "Admin" role can access the Log Collector
installation resources within the platform.
2. Dedicated Virtual Machine for Log Collector Deployment
e Dedicated Unit: It is recommended to use a separate, dedicated VM exclusively for
the Log Collector to prevent resource contention and ensure stable performance.
e Virtual Machine (VM) Preferred: Deploying the Log Collector on a VM offers
greater flexibility, scalability, and easier maintenance compared to physical
hardware.
e Always Online: The virtual machine must remain continuously online to ensure
uninterrupted log collection from all integrated sources.

For the full Log Collector Hardware Requirements Guide, please refer to this link: Log

Collector Hardware Requirements Guide

Steps to Add Log Collector
Please follow the steps below to add a Log Collector using Windows Environment.
1. Log in to CyTech - Aquila. Click here: cytechint.io .

o Go to the Aquila Modules>Cyber Monitoring>Cyber Incident Management
(SIEM and XDR).


https://cytechint.io/
https://docs.cytechint.io/books/log-collector-installations/page/log-collector-hardware-requirements-guide
https://docs.cytechint.io/books/log-collector-installations/page/log-collector-hardware-requirements-guide
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2. In the Cyber Incident Monitoring (CIM) module, navigate to the 'Settings' section.
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3. Navigate to the Log Collector section and click the 'Add Log Collector' button to launch the
installation interface.
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4. Once the installation window display is shown, thoroughly review the System Requirements
specific to your operating system to ensure compatibility and avoid installation or runtime issues.
Verifying these prerequisites is essential before proceeding with deployment. Then click "Next".

You can also refer to our documentation manuals for Log Collector Installations Guidelines:

https://docs.cytechint.io/books/log-collector-installations
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5. From the options, select the "Manual" installation option. Then click "Next".
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Options

Select your installation method for your log collectors.

Automatic Manual
The Log Collector will automatically download. You'l be given instructions for the manual
Installation of Log Collector.

6. Carefully follow the instructions for the Manual Installation. Copy the commands provided on
the installation page and execute them sequentially to ensure successful execution. These
commands are required to complete the log collector installation in the subsequent steps.

Options » Manual Installation

Select Operating System for your Cyber Incident Management Log Collector.
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Step:15Sets the Powershell variable

SProgressPreference = “SilentlyContinue’

‘Step: 2 Downloads the Elastic Agent

7. In your dedicated environment for your Log Collector, open the Windows Powershell and run
as Administrator.
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8. Execute the commands displayed in Step 6 as shown in the installation manual. Once the
commands are executed successfully, you should see an output similar to the example shown in
the image below. Go back to Cytech - Aquila to finish manual installation.
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9. Before you can proceed to the final installation set-up make sure you
required. Then you can click "Next".

Options » Manual Installation

Select Operating System for your Cyber Incident Management Log Collector.
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10. Allow 3-5 minutes for the Log Collector Agent to complete
status to the fleet server, indicating a successful installation.
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11. This step confirms the successful installation and enroliment of the Log Collector Agent with the
fleet server. The interface will display the Log Collector host name and the user who performed the
installation. Click "Continue" to complete the setup process.

Awesome! You're almost there.
By clicking “Continue” you will be radiracmdmﬂasanirqu#_gamisﬂyujrm;
Sources.

12. Also you can verify successful installation by going to Cyber Incident
Monitoring>Settings>Log Collector.

e In the Log Collector List, you can see all the log collector installed. You can also view the
Log Collector details such us: Agent Name, Status and IP address.
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***[f you encounter Log Collector Setup Failed. Please click "Retry" and carefully go gack
to Steps 5 or 6. You can also try "Manual" installation. If issues persist please contact our

technical support at support@cytechint.com for prompt assistance and guidance.

Setup Failed

We have encountered an issus with your installation. Please try again

Details

If you need further assistance, kindly contact our technical support at support@cytechint.com

for prompt assistance and guidance.
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