CIM Module- Let's
Start

e Cyber Incident Management Module



Cyber Incident Management
Module

Overview:

Cyber Incident Management with Extended Detection and Response (XDR) and Managed Detection
and Response (MDR) provides comprehensive protection against cyber threats by continuously
monitoring and analyzing an organization’s digital environment. XDR integrates data from various
security sources, such as endpoints, networks, and cloud environments, to detect and correlate
threats more effectively. MDR offers 24/7 monitoring, management, and incident response.
Together, these tools enable rapid identification and mitigation of potential threats, helping to
reduce the impact of cyber incidents and ensure the security of organizational assets.

Pre-Installation Steps:
To ensure a smooth start, please complete the following steps:

1. Pre-Installation Questionnaire: Kindly fill out the questionnaire

https://forms.office.com/r/MNvfCj3q8E, which will help us customize the platform to your
specific requirements.
2. The CISO Workplace Log Collector shall be installed as a VM (Virtual Machine).
The host for this VM can be a Windows or Linux Machine.
For the case of Syslogs, other machines (hosts) in your network will need to forward the
logs to this Log Collector.
A virtualizer will be necessary to be installed on the host machine.
For Windows -- Virtualbox can be used.
For Linux -- kvm can be used.

Navigate to Dashboard:

e To show all the different modules, click on the menu icon 2%
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e Under Cyber Monitoring, click on Cyber Incident Management (SIEM, XDR)
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e Click on Let's go to start the Log Collector installation and follow the instructions:
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It 100ks like there's nothing 1o display ot the moment. Try Gnboarding your CIMS (o get started

You're making great progress, but to take things to the next level, it's essential to get set up.
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Try onboarding your CIMS to gat started,

Go to settings > Log Source> Choose your desired source and follow the instructions.
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List of all Integrations for your agent.

List of Integrations

Azure Billing Met...
150

Gollact billng metries with Elastic Agent.

[ adato agent |

@ Microsoft Defende.
2242

Colloct logs from Microseft Defende for Endpoint

with Elastic Agent.
Add to Agent

e Tanium logs
[AREH

This Elastic integration callects logs from Tanium with

Elastic Agent.
Add to Agent

SN/ Osquery Manager

Proofpoint_TAP logs

1200

Collect logs from Proofipoint TAP with Elastic Agent.

snort logs
115.0

Collact legs from Snert with Elastic Agent

i, Dockerlogs and m..

2100

Collect metrics and legs from Decker Instances with

Elastic Agant

Cloudflare Logpus..

.. Citrix Web App Fi...
cink ey

Ingest svans from Citix Systems Web App Firawall

Add to Agent

office 365 logs
232

Colloct logs from Microsoft 386 with Elestic Agent.

Add to Agent

Cisco FTD logs
iseo 5

Collect lags from Cisco FTD with Elastic Agent

Add to Agent

Fn Microsoft Exchang..

a Traefik logs and ...
=N

Colloct logs and matrics fram Trasfik servers with

elastic Agant.
Add to Agent

Apache Tomcat
1100

Celloct and parse logs frem Apache Tomeat servers

with Elastic Agent
Add to Agent

m Bitwarden logs
112.0

Collact logs from Bitwarden with Elastic Agent.

Add to Agent

/A3 Azure Monitor Met..

Please notify us once you have completed these steps and we will start monitoring your
environment.

If you have any questions, feel free to contact our support team at support@cytechint.com.

We're thrilled to work with you!
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